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Regional sectorial (ATM) CERT:

combine cyber and domain expertise
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ISAC & CERT & SOC

CERT CERT

SOC

ISAC ISAC



EATM-CERT and European National CERTs
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MISP

Israel

National CERT

CERT-AT – Austria

CERT-EE – Estonia

CERT-EU – EU institutions

CERT-Bund – Germany

CERT-LV – Latvia

CIRL.LU – Luxembourg

NCSC-NL – Netherlands

CERT-PL – Poland

CERT-PT – Portugal

SI.CERT – Slovenia

CERT.IL – Israel

CERT.BE – Belgium

CSIRT-IE – Ireland

CERT-CY-Cyprus

CERT-INCIBE – Spain

CERT-CCN – Spain

Aviation PARTNERS

CERT-AIRBUS A/C

CERT-IST – Thales

DLH-DE –Lufthansa Group

CERT-THY – Turkish Airlines

AeroMexico

IATA (by 3rd party CTI platform)

Amadeus

ECCSA (test)

CAA-RO - Romanian CAA

Airport 1

Heathrow airport

Schiphol Airport

Prague Airport

Hungarocontrol

BULATSA

DHMI

EUROCONTROL/EATM-CERT
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MISP - Integration

SIEM



Quarterly cyber threat landscape report

TLP:WHITE CTI tools – raising awareness
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Sharing cyber-information 
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Report is 

TLP:GREEN

patrick.mana@eurocontrol.int

eatm-cert@eurocontrol.int

mailto:patrick.mana@eurocontrol.int
mailto:Eatm-cert@eurocontrol.int


Context and limitations

EUROCONTROL/EATM-CERT 11

Our dataset

No detection means (e.g. SOC)

Lack of maturity

Company sharing culture National regulation

Legal framework to share

Misuse of TLP

De-identification Trust



EUROCONTROL 12

How to build trust ?

EACCC - CYBER18

Workshops

Sharing experience with constituents

Delivering cost-effective

services



Capture The Flag
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MITRE ATT&CK : Techniques most commonly used to attack 

aviation
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Call for cooperation 
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2020 report 

dataset

2021 report

dataset

Thanks to you !

Aviation stakeholders

= 

THE source of cyber info

… not CTI vendors





THANK YOU 

patrick.mana@eurocontrol.int

17

mailto:patrick.mana@eurocontrol.int

