Cybersecurity Webinar:
CERT and SOC for Air
Navigation Services



> Foreword

Our goal is to ensure the safety and punctuality
of the millions of passengers who fly in Italian
airspace, while contributing to the growth of
national and European air transport through
ongoing efficiency and innovation.




> Security Mission in ENAV

“Protecting people, infrastructures,
technology and systems from unlawful
interference, even it not deliberated, which
may interfere with information availability,

integrity and confidentiality’

Grant security of

- people

- physical infrastructures
- information, systems and network




> Constraints

e Complex, multilayered environment;

e T[he empire of legacy systems;

e Need to collect events and logs from lot of different
systems and use a common model;

e On top of the model apply all SecMS controls in the
same way

e challenging regulatory framework
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> Lesson learned

Rebuild learning from the past errors
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> Needs

" ops L \Veb

Vulnerabilities

ldentify security domains and monitoring zones with the
objective of understanding data that will be used only for
security purposes




> Critical issues

e Coordination with other ENAV (groupwide)
departments
e Data import with no impacts on ops
o syslog, agents etc
e Background noise deleted
e Exactly understand what we are
importing to “send” the data to the
right security domain

Here is essential the commitment derived from governance process







> Tailoring

We built a custom application “on top” of big data crowler
adapted for harmonize different set of data

e Built on ENAV needs; e Daily updated to follow
e Focuson ATM ops new threats
environment; e Reduce false positive;
e High level of automation; e Considering human
e Continuous improvement; behaviors:
e Low operational costs e Automation = Speed!!
e Open Source! e Ready for virtual and cloud




> Services




> make integration
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> Threat Intelligence
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https://scubarda.com/2018/03/31/minemeld-threat-intelligence-
automation-connect-to-an-taxii-service/



https://scubarda.com/2018/03/31/minemeld-threat-intelligence-automation-connect-to-an-taxii-service/

> Compliance

Designed for fitting the italian cyber security integrated system
(NIS Directive and Italian National Cybersec perimeter)

[ National Cybersec J
Strategy

. Law Enforcement
CSIRT Italia and intelligence
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> Takeaways

UNDERSTAND

WHo ARe YOU

IDENTIFY
YOUR

VULNERABILITIES

CHALLENGE
YOUR
ORGANIZATION

ONE SIZE
DOESN'T FIT
ALL

HUMAN
FACTOR!

IDENTIFY
YOUR NEEDS

REDUCE THE
ATTACK
SURFACE

BE A VERY
DEMANDING
CLIENT

AvVOID
COMPLACENCY

NEVER GIVE
ANYTHING FOR
GRANTED



Thank Youl




