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CAA Norway — core tasks

* Oversight

Approval

Legal and regulatory

Safety promotion

Civil protection and preparedness
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er threats in aviation — a holistic view

Software tampering Maintenance data (e.g. Asset diversion

Denial of SW crates lifing) corruption SW tampering during

distribution Tampering of GSE and shop maintenance
ICA modification EFB

Manufacturer

-

Pox Entest. S = Health and Flight Plans
A S Usage Data Weight & Balance

Denial of Service Attack CNS Data spoofing

Trojan, Virus and CNS Data corruption
Malware infection
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Not only aircraft...
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Airports (Aerodromes )
Airport Security
Training organisations
Aero-Medical Centres
Goods transportation
Supplies

Denial of Service
Data tampering

Personal Data Theft




And drones (airborne loT)...

Hijacking
GNSS Spoofing
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And (soon) Al...

Cell body
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Source: DARPA Human + Cyber factors

c—t CAA NORWAY



Example: GPS Data Spoofing

ACD
Aircraft Controll
Domain

CNS D i o
sl Flykaptein er bekymret over

«stoy-krigen» som foregar i
Nord-Norge: - Har ikke
opplevd et tidligere
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https://www.an.no/flykaptein-er-bekymret-over-stoy-krigen-som-foregar-i-nord-norge-har-ikke-opplevd-et-tidligere/f/5-4-1316985



Example: PAX Entertainment Services - SATCOM
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PAX Entertainment system — block diagram

p

B Dataforbindelse 140-145GHz  11,7-122 GHz

2,4 GHe

5 GHz

DOrr- och  Posiion eic Ior fran flygplan Br
hjulkrelsar inerakiv kana antennriktning
Indata fran flygplan
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PAX Entertainment system — Antenna Control Unit (ACU)

RX IN

X OUT

ANTENNA

ETHERNET
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CONTROL CONTROL
UNIT

10 MHz REFERENCE I

RX IF

TXIF
A
v

DATA CONTROL

repne scasb

not

v
(TS
loc_4015DB: ; "brighton”
mov edi, offset aBrighton
or ecx, OFFFFFFFFh
xor eax, eax
push offset aPassword ; "Password: "

Source: Santamarta (IOActive Inc.) ‘Last Call for SATCOM Security’
Whitepaper 2018



PAX Entertainment system — the whole picture...

e 140-145 GHz  11,7-122 GHz
= 2;!::::‘"&[56 i FUSELAGE
Pax Entert. Serwvices

Orervakring
pa marken ANTENNA
* CONTROL CONTROL

GSM-artenn
U] o

ETHERNET
MANAGER

Denial of Service Attack DATA CONTROL

Irojan, Virus and

= ’ Krafistyrring
Malware infection TR T &?""\‘;’;::‘L 28 vols rela
hjulkrelsar inerakiv kana antennriktning
Indata fran flygplan

e =
loc_4015DB: ;3 "brighton”
mov edi, offset aBrighton
or ecx, OFFFFFFFFh
xor eax, eax
push offset aPassword ; "Password: "
repne scasb
not ecx

Source: Santamarta (IOActive Inc.) ‘Last Call for SATCOM Security’
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Cybersecurity from a legal perspective

European

Commission
. |
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Aviation
Cyber Security
Regulatory Framework

Basic standards on Lufitartsioven

e n NIS Directive i Basic reguiation GOPR (Civil Aviation Act
Chicago Conveniios 201611148 Svilon securiy 2018/1139 2016/679 BMTCIS implements EU
(EU) 2015/1998 I 216/2008 )

Basr standaris on Information Security Asrcraft
avabon socurty Management cybersecurty
(Repeaind) NPA 2019-07 NPA 2019-01
(EU) 21672002

Regutation
ne2m
(ATO, AeMC, FSTD)

Reguiation
20157340

491 National Ciwvil
Avitation Security AeliC)
Program (NCASF)



Cybersecurity in aviation - CAA Norway tasks

Implementing rules (EASA NPA-2019-07 etc,)
Mapping/surveillance (e.g. ISMS)

* Get involved with cybersecurity research and innovation

National Cyber Security Center - Partner

Information sharing (Forum for digital security)
2021(20227) Oversight within cybersecurity

* ISMS

Resources

Information security policy
Roles and responsibility
Risk assessments
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European Union Aviation Safety Agency

Notice of Proposed Amendment 2019-07

Management of information security risks

RMT.0720

ANNEX |

AERONAUTICAL INFORMATION SYSTEM SECURITY — AUTHORITY REQUIREMENTS

AISS.AR.005
AISS.AR.100
AISS.AR.200
AISS.AR.400
AISS.AR.500
AISS.AR.600
AISS.AR.610
AISS.AR.620
AISS.AR.630
AISS.AR.800
AISS.AR.900

[PART-AISS.AR]

Objective

Personnel requirements

Information security management system (ISMS)

Allocation of tasks to qualified entities

Record keeping

Oversight

Oversight programme

Information to the Agency

Immediate reaction to an information security problem with safety impact
Assessment of changes to organisations

Findings and corrective actions



Questions?

* We can also be reached at CAA Norway:

* Bjgrnar Andre Davidsen bad@ caa.no
* Sjur Hartveit sih@caa.no
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Thank you for your time.



